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1. Basic Theory of CCMS

Central Control and Monitoring System
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2. CCMS vs SCADA System

a. Automation Pyramid

b. What is CCMS in EMSD?

c. What is SCADA?
a. What is PLC?

b. What is RTU?
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2. CCMS vs SCADA System
Automation Pyramid
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https://miro.medium.com/max/1400/1*naVVjNeuyWuK2tgs2h7Sfpng



2. CCMS vs SCADA System
b. What is CCMS in EMSD?

Central Control and Monitoring System

• Applications and functions

• Real time display

• Alarm status

• Management information, maintenance, fault attendance logging

• Simple and economic integration of CCMS

• Remote programming of DDC controller
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2. CCMS vs SCADA System
b. What is CCMS in EMSD?
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Features

• Open protocol and interoperability

• Web-based interface

• System integration

• Energy management strategies

• Inter-action between systems



2. CCMS vs SCADA System
c. What is SCADA?

Supervisor Control And Data Acquisition
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2. CCMS vs SCADA System
c. What is SCADA?
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https://realpars.com/wp-content/uploads/2019/06/SCADA-System-Components.png



2. CCMS vs SCADA System
What is RTU?
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https://realpars.com/wp-content/uploads/2018/09/RTU-vs-PLC.png

Remote Terminal Unit

• Microprocessor based device

• Control level

• Web interface / setup software
• Configuration for inputs, outputs and 

communication

• Basic, Visual Basic, C#, Ladder or 
Structure Test, etc.

• Environmental tolerances



2. CCMS vs SCADA System
What is PLC?
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https://realpars.com/wp-content/uploads/2018/08/PLC-Basics-Part-of-the-CPU.png



2. CCMS vs SCADA System
c. What is SCADA?
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https://realpars.com/wp-content/uploads/2019/06/RTU-and-PLC-Exchange-in-SCADA-Systems-1.gif



2. CCMS vs SCADA System
c. What is SCADA?
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https://realpars.com/wp-content/uploads/2019/06/Before-SCADpng



2. CCMS vs SCADA System
c. What is SCADA?
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https://realpars.com/wp-content/uploads/2019/06/Before-SCADpng



2. CCMS vs SCADA System
c. What is SCADA?
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https://realpars.com/wp-content/uploads/2019/06/Local-Area-Network-in-SCADA-Systems.png



2. CCMS vs SCADA System
c. What is SCADA?
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2. CCMS vs SCADA System
c. What is SCADA?
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https://realpars.com/wp-content/uploads/2019/06/Networked-SCADA-Systems.png



2. CCMS vs SCADA System
c. What is SCADA?
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https://realpars.com/wp-content/uploads/2019/06/SQL-Databases-Application-in-SCADA-Systems.png



2. CCMS vs SCADA System
c. What is SCADA?
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2. CCMS vs SCADA System
c. What is SCADA?
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https://realpars.com/wp-content/uploads/2019/06/Today-SCADA-Technologies.png



2. CCMS vs SCADA System
c. What is SCADA?
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2. CCMS vs SCADA System
Automation Pyramid

22

https://www.researchgate.net/profile/Magnus-
Akerman/publication/326224890/figure/fig2/AS:645309810094091@1530865256320/The-
automation-pyramid-according-to-the-ISA-95-model-The-five-levels-0-5-are-defined.png



3. Process Measurement Devices

a. Definitions

b. Sensors

c. Different Types of Measurement Devices

d. Transmitters
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3. Process Measurement Devices
a. Definitions

Terms Description

Measurement Assignment to an object which can be compared

Instrument A device for measuring physical quantity

Sensor A device for detecting events or environment

Transducer A device for converting energy from one form to another

Transmitter A device for sending out information

Range The extent of measurement

Span The absolute value of the range

Scale Categorize and quantify variables, units, magnitude, intervals, and zero point

Accuracy Trueness of measurement or observational error
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3. Process Measurement Devices
b. Sensors

▪ A sensitive element and conversion element

▪ Sense the measured variables

▪ Convert the sensed variables into non-standard electrical 
signals or other forms of output signals

▪Output signal of a sensor is non-standard
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3. Process Measurement Devices
c. Different Types of Measurement Devices

▪ Flow

▪ Level

▪ Pressure

▪ Temperature

▪ Displacement

▪ Vibration

▪ Speed

▪ Chemicals
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3. Process Measurement Devices
c. Different Types of Measurement Devices
Flow

Type Industrial Application

Positive Displacement

Inferential • Fuel oil flow, town water flow

Variable Area • Chemical sampling system

Electromagnetic • Chemical & waste water flow

Ultrasonic • Gas flow in air duct

Coriolis Mass • Natural gas flow

Differential Pressure • Generic air, water and steam flow

Thermal Mass Flow • Gas flow in air duct

Open Channel Flow • Waster water flow
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3. Process Measurement Devices
c. Different Types of Measurement Devices
Level

Type Industrial Application

Slight Glass Gauge • Local level indication in open tanks

Float • Local indication for large tanks
• Fixed installation of level switches

Displacer • Pneumatic level controller

Hydrostatic Pressure / Weight • Generic type of level transducer for liquid / particles

Vibration Damping • For ash (particles) level switch

Rotation Suppression • For ash (particles) or liquid level switch

Conductive / Capacitive • Convert level to electrical in transducers
• For chemical liquid only

Ultrasonic • Modern tank level transducer for liquid / particles
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3. Process Measurement Devices
c. Different Types of Measurement Devices
Pressure

Type Industrial Application

Manometer • Slightly pressure
• usually used in laboratory or workshop

Bourdon Tube • Generic sensor for pressure gauges and transmitters
• Medium and high pressure ranges

Diaphragm • Low pressure gauges and transmitters, differential pressure
• Good for corrosive fluid applications

Bellow • Low pressure transmitter and controllers

Strain Gauge • Convert pressure to electrical signal in transducers
• Medium and high pressure ranges

Capacitive / Conductive • Convert pressure to electrical signals in transducers
• Low and differential pressure gauges

Piezoelectric • Convert pressure to electrical signal in transducers
• Portable equipment
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3. Process Measurement Devices
c. Different Types of Measurement Devices
Temperature

Type Industrial Application

Thermocouple • General plant application

Resistance Temperature 
Detector

• Used in reducing atmosphere and corrosive fluid

Thermistor • Within electronics

Bimetallic Strip • Temperature Switch

Glass Bulb Thermometer • Laboratory and workshop as standard

Bourdon Tube Thermometer • Local temperature indicator

Temperature Sensitive Label • For maintenance purpose, usually used in motor temperature 
recording

Infra-red Thermometer • Portable to measure plant objects
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3. Process Measurement Devices
c. Different Types of Measurement Devices
Displacement

Type Industrial Application

Ultrasonic 
Displacement

• Transmitter sends ultrasonic waves towards an object
• Determines the distance by calculating the relationship between the time 

required for the wave to be sent and received.

Linear Variable 
Differential 
Transformer

• Moving core moves away from the center of coil creating a gap
• Impedance of both coils excited depends on the gap
• Displacement is output linearly as differential voltage of the coils
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3. Process Measurement Devices
c. Different Types of Measurement Devices
Vibration

Type Industrial Application

Proximity Probe • For displacement measurement

Velocity Sensor • To be mounted at casing

Accelerometers • To be mounted at casing
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3. Process Measurement Devices
c. Different Types of Measurement Devices
Speed

Type Industrial Application

Hall Effect • Uses notches or shutter blades on rotating disc disrupt a magnetic field 
in the Hall  Effect Sensor Window

• Switch on and off, producing a digital signal

Optical Sensor • Generates pulses at a frequency corresponding to the rotor rotation
• Optical sensor measures either reflected light or light allowed to pass 

through slits.
• Rotor either has light or dark marks for the optical sensors, or 
• A series of slits that allows light from an infrared source to pass through 

and be detected by a phototransistor on the other side.
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3. Process Measurement Devices
c. Different Types of Measurement Devices
Chemical

Type Industrial Application

Ion Selective Electrode • Some kind of barrier between two solutions
• Difference in concentration of ion across the two sides of the barrier, 

potential difference is up.
• Electrode can be designed to react to particular ion only

Colorimetry • Determine the concentration of colored  chemicals
• To measure absorbance of specific wavelength of light
• Known concentration must be used as reference for comparison

Conductivity

pH • A measure of the acidity or basicity
• Acid: pH < 7 
• Alkaline or basic: pH > 7

Sodium To monitor sea water leakage of condenser

Calcium To monitor any deposit salt in feed water
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3. Process Measurement Devices
d. Transmitter

▪ Can’t sense the measured variables

▪ To convert the non-standard electrical signal outputted by 
the sensor into a measurable electric signal
▪ 4- to 20 mA current signal

▪ 1- to 5 V DC voltage signal

▪ To amplify the signal for subsequent receiving instrument
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3. Process Measurement Devices
d. Transmitter
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3. Process Measurement Devices
d. Transmitter
Application
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https://realpars.com/wp-content/uploads/2018/06/hart-analog-sensor-different-sensors-different-prices-
1080x604.png



3. Process Measurement Devices
d. Transmitter
Diagnostic

38

https://realpars.com/wp-content/uploads/2018/06/hart-analog-sensor-different-sensors-different-prices-
1080x604.png



3. Process Measurement Devices
d. Transmitter
Process Control
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3. Process Measurement Devices
d. Transmitter
Process Control
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https://en.wikipediorg/wiki/Current_loop
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• Repeatability is defined as the 
range of positions attained when 
the stage is repeatedly 
commanded to one specific 
location under identical 
conditions.

https://xeryon.com/wp-content/uploads/2019/07/accuracy_vs_repeatability.png

4. Application and Calibration of the Sensor
Accuracy vs. Repeatability



4. Application and Calibration of the Sensor
Accuracy vs. Repeatability
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https://en.wikipediorg/wiki/Current_loop

• The accuracy of a position sensor 
represents the absolute 
deviation with respect to a 
calibrated, metrologically 
traceable standard. Sensor 
accuracy does not necessarily 
relate to sensor resolution.

https://xeryon.com/wp-
content/uploads/2019/07/accuracy_vs_repeatability.png



4. Application and Calibration of the Sensor
Current Loop Basics
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1. Power Supply (2-wire)
36, 24, 15 and 12 VDC

2. Transmitter (flow, level, pressure, 
temperature, etc.)

4-20mA
3. Receiver Resistor (precision)

250Ω
4. Wire

Sending current through wire 
produces voltage drops 
proportional to the wire 
length https://www.bapihvac.com/wp-content/uploads/Science_of_4_20_Loops_Fig1.png



4. Application and Calibration of the Sensor
Current Loop Basics
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https://www.predig.com/sites/default/files/images/Indicator/back_to_basics/4-20mA_Current_Loops/4-
20mA_current_loop_components.jpg



4. Application and Calibration of the Sensor
Current Loop Basics
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Example:

• Span = 0 .. 500 PSI

• Current Output = 4 .. 20 mA

0.0

5.0

10.0

15.0

20.0

25.0

-200.0 -100.0 0.0 100.0 200.0 300.0 400.0 500.0 600.0

Current [mA]

Engineering Unit [PSI] % Current [mA]

500.0 100% 20.0

375.0 75% 16.0

250.0 50% 12.0

125.0 25% 8.0

0.0 0% 4.0

-125.0 -25% 0.0

𝐶𝑢𝑟𝑟𝑒𝑛𝑡 = 4 + 20 − 4 ×
𝑉𝑎𝑙𝑢𝑒

𝑆𝑝𝑎𝑛
𝑚𝐴



4. Application and Calibration of the Sensor
Errors in Sensor Measurement

𝐸𝑟𝑟𝑜𝑟 = 𝐴𝑐𝑡𝑢𝑎𝑙 𝑉𝑎𝑙𝑢𝑒 − 𝐼𝑛𝑑𝑖𝑐𝑎𝑡𝑒𝑑 𝑉𝑎𝑙𝑢𝑒

1. Error due to Improper Zero Reference

2. Shift in Sensor’s Range

3. Mechanical Wear or Damage
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4. Application and Calibration of the Sensor
Errors in Sensor Measurement

Input Values Output Values

% of Span
Ideal 

Values

Measured Value
% Deviation 

(Error)
Calibration

↓ ↑ ↓ ↑ ↓ ↑

0% 4 mA 4.01 4.01

25% 8 mA 8.03 8.02

50% 12 mA 12.03 12.04

75% 16 mA 16.05 16.04

100% 20 mA 20.06 20.06
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Area to record 
“As Found” 
Values



4. Application and Calibration of the Sensor
Errors in Sensor Measurement

%𝐷𝑒𝑣𝑖𝑎𝑡𝑖𝑜𝑛 =
𝐴𝑠 𝐹𝑜𝑢𝑛𝑑 𝑉𝑎𝑙𝑢𝑒 − 𝐼𝑑𝑒𝑎𝑙 𝑉𝑎𝑙𝑢𝑒

𝐼𝑑𝑒𝑎𝑙 𝑉𝑎𝑙𝑢𝑒
× 100
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Input Values Output Values

% of Span
Ideal 

Values

Measured Value
% Deviation 

(Error)
Calibration

↓ ↑ ↓ ↑ ↓ ↑

0% 4 mA 4.01 4.01 0.250 0.250

25% 8 mA 8.03 8.02 0.375 0.250

50% 12 mA 12.03 12.04 0.250 0.333

75% 16 mA 16.05 16.04 0.313 0.250

100% 20 mA 20.06 20.06 0.300 0.300



4. Application and Calibration of the Sensor
Errors in Sensor Measurement

0.00
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0.10

0.15

0.20

0.25

0.30

0.35

0.40

0.45

0.50

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Deviation Graph

49



4. Application and Calibration of the Sensor
Errors in Sensor Measurement

%𝐷𝑒𝑣𝑖𝑎𝑡𝑖𝑜𝑛 =
𝐴𝑠 𝐹𝑜𝑢𝑛𝑑 𝑉𝑎𝑙𝑢𝑒 − 𝐼𝑑𝑒𝑎𝑙 𝑉𝑎𝑙𝑢𝑒

𝐼𝑑𝑒𝑎𝑙 𝑉𝑎𝑙𝑢𝑒
× 100

50

Input Values Output Values

% of Span
Ideal 

Values

Measured Value
% Deviation 

(Error)
Calibration

↓ ↑ ↓ ↑ ↓ ↑

0% 4 mA 4.01 4.01 0.250 0.250 4.00 4.00

25% 8 mA 8.03 8.02 0.375 0.250 8.01 8.00

50% 12 mA 12.03 12.04 0.250 0.333 12.02 12.02

75% 16 mA 16.05 16.04 0.313 0.250 16.03 16.02

100% 20 mA 20.06 20.06 0.300 0.300 20.00 20.00



4. Application and Calibration of the Sensor
Sensor Calibration
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4. Application and Calibration of the Sensor
Diagnostic Tool
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Fluke 773 Milliamp Process 
Clamp Meter

https://sydneytools.com.au/assets/images/products/1/8/5/5/1
8557/9317A3FF85DE21B60064EE4467AF278BBAB2B55605DFF
CC8CCEF53C99EF44AC8.jpeg

https://sydneytools.com.au/assets/images/products/1/8/5/5/18557/84C880B4092F83914D8D
E44EF9A75D0FA2F9ED1308D0A2B9C74C03E228E5D02F.jpeg



5. Backbone and Core Networking
Network Topology

1. Point-to-point Topology

2. Bus Topology

3. Star Topology

4. Ring Topology

5. Tree Topology

6. Mesh Topology

7. Hybrid Topology

53



5. Backbone and Core Networking
Point-to-point Topology

Network Topology

1. Point-to-point Topology

2. Bus Topology

3. Star Topology

4. Ring Topology

5. Tree Topology

6. Mesh Topology

7. Hybrid Topology
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https://www.myworkingnet.com/wp-content/uploads/2021/02/Point-to-Point-topology-1024x593.png



5. Backbone and Core Networking
Point-to-point Topology

Advantages Disadvantages

• Because only two nodes have the complete 
bandwidth of a link, it has the highest bandwidth.

• This topology is only usable in small areas with 
nearby nodes.

• As it can only contact two nodes, it is quite quick 
compared to other network topologies.

• The entire network is dependent on the common 
cable; if the link fails, the entire network will be 
down.

• It has low latency. • As there are only two nodes, data cannot be sent 
across the network if one of them fails.

• Connectivity is really simple.

• Simple to use and maintain.

• In a couple of seconds, a node can be replaced.
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5. Backbone and Core Networking
Bus Topology
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https://www.myworkingnet.com/wp-content/uploads/2021/02/Bus-Topology-1024x568.png

Network Topology

1. Point-to-point Topology

2. Bus Topology

3. Star Topology

4. Ring Topology

5. Tree Topology

6. Mesh Topology

7. Hybrid Topology



5. Backbone and Core Networking
Bus Topology

57

Advantages Disadvantages

• Simple installation procedure. • Slow data transferring process

• Bus topology systems are available at a low cost! • Not appropriate for more extensive networks

• It can be useful to use in a small network system. • The whole network system fails to function if the 
central cable gets damaged.

• It needs fewer cables. • Difficult to detect network problems

• Can develop without interrupting other network 
topology systems and devices

• Hard-to-detect individual device issues

• Easiest network topology • Limitations of cables and nodes



5. Backbone and Core Networking
Star Topology
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https://www.myworkingnet.com/wp-content/uploads/2021/02/Star-Topology-1024x645.png

Network Topology

1. Point-to-point Topology

2. Bus Topology

3. Star Topology

4. Ring Topology

5. Tree Topology

6. Mesh Topology

7. Hybrid Topology



5. Backbone and Core Networking
Star Topology

59

Advantages Disadvantages

• Because each node requires a separate cable, the 
network is simple to operate and maintain.

• The network’s whole performance is based on a 
single device hub.

• Problems are easier to identify because cable failure 
only affects one user.

• The entire network will be inactive if the hub device 
fails.

• Extending the network is simple and does not 
disturb the entire network.

• In comparison to the ring and bus topologies, the 
star topology requires more wires.

• Controlling and managing a network is very easier 
with a Hub device.

• It’s simple to find faults and remove nodes from a 
network.

• It has a high fast data transfer rate.



5. Backbone and Core Networking
Ring Topology
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https://www.myworkingnet.com/wp-content/uploads/2021/02/Ring-Topology-1024x645.png

Network Topology

1. Point-to-point Topology

2. Bus Topology

3. Star Topology

4. Ring Topology

5. Tree Topology

6. Mesh Topology

7. Hybrid Topology



5. Backbone and Core Networking
Ring Topology

61

Advantages Disadvantages

• There are no packet collisions because all data goes 
in one direction.

• If one workstation fails, it will affect the entire 
network.

• You can add additional workstations later without 
affecting network performance in this design.

• When compared to the bus topology, it performs 
slower.

• High-speed data communication between 
workstations is possible.

• The cost of the hardware required to connect each 
workstation to the network is higher.

• Troubleshooting is difficult.

• The entire network is dependent on a single cable.



5. Backbone and Core Networking
Tree Topology
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https://www.myworkingnet.com/wp-content/uploads/2021/02/Tree-Topology.png

Network Topology

1. Point-to-point Topology

2. Bus Topology

3. Star Topology

4. Ring Topology

5. Tree Topology

6. Mesh Topology

7. Hybrid Topology



5. Backbone and Core Networking
Tree Topology

63

Advantages Disadvantages
• This topology combines the bus and star 

topologies.
• In comparison to other network topologies, this network is 

complicated to configure.
• This architecture gives the nodes a 

hierarchical and central data layout.
• A segment’s length is limited, and the length limit is determined by 

the type of cabling used.
• If one of the nodes in a network is 

destroyed or stops working, the remaining 
nodes in the network are unaffected.

• If the first-level computer is faulty, the second-level computer will 
have problems as well.

• This topology provides excellent scalability 
because the leaf nodes can add one or 
more nodes to the hierarchical chain.

• The network performance of tree topology becomes a little slow due 
to the huge number of nodes.

• The tree topology allows for easy 
Maintenance and defect diagnosis.

• In comparison to star and ring topologies, tree topology necessitates 
a considerable number of wires.

• More nodes can be stored in leaf nodes. • The Backbone appears to be the single point of failure for the entire 
network section.

• Because the data must travel from the central wire, there is a lot of 
network traffic.

• The Maintenance of topology is somewhat difficult.
• The establishment costs very high.
• If a large number of nodes are added to this network, Maintenance 

will become more difficult.



5. Backbone and Core Networking
Mesh Topology
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https://www.myworkingnet.com/wp-content/uploads/2021/02/Tree-Topology.png

Network Topology

1. Point-to-point Topology

2. Bus Topology

3. Star Topology

4. Ring Topology

5. Tree Topology

6. Mesh Topology

7. Hybrid Topology



5. Backbone and Core Networking
Mesh Topology

65

Advantages Disadvantages

• The network will not be broken if a single device 
fails.

• When compared to other network topologies, it is 
more expensive.

• There is no traffic congestion because each 
computer has its own dedicated point-to-point link.

• Installation is quite difficult.

• It has a higher level of privacy and security. • The power need is larger since all of the nodes must 
be operational at all times and share the load.

• Because failure does not disturb its processes, data 
transmission is more consistent.

• Mesh implementation is more expensive than other 
options.

• The process of identifying a fault is simple. • In a mesh topology, it’s difficult to keep up with 
maintenance.

• The addition of new devices is not disrupting data 
transmissions.

• This topology can withstand any condition.



5. Backbone and Core Networking
Hybrid Topology
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https://www.myworkingnet.com/wp-content/uploads/2021/02/Hybrid-Topology-1024x756.png

Network Topology

1. Point-to-point Topology

2. Bus Topology

3. Star Topology

4. Ring Topology

5. Tree Topology

6. Mesh Topology

7. Hybrid Topology



5. Backbone and Core Networking
Hybrid Topology

67

Advantages Disadvantages
•Reliable •Complexity

•Scalable •Expensive
•Effective
•A hybrid network is created by integrating many networks that use a variety of 
approaches to associate points for devices such as personal computers and other 
hardware components that are connected to servers. They also provide other 
advantages, including data communication, signal strength, throughput, and high-end 
equipment.

•It offers the capacity to easily transport data between many types of networks.



6. Fieldbus Protocols
Introduction

IEC 61784 / IEC 61158

• Fieldbuses for Manufacturing 
Automation

a. Modbus

b. Profibus-DP

c. HART

d. Interbus

e. Canbus

68

• Fieldbus for Building Automation
d. BACNet

e. LonWorks

f. Modbus



6. Fieldbus Protocols
a. What is Modbus?

• Modbus as an “Open Protocol”
• The specifications are published and may be used by anyone freely or by 

license.

69https://realpars.com/wp-content/uploads/2018/12/Modbus-as-an-Open-Protocol.gif



6. Fieldbus Protocols
a. What is Modbus?

• Modbus is a communication protocol published by Modicon in 1979.

• Modicon is now owned by Schneider Electric.

• Modbus provides a common language for devices and equipment to 
communicate with one and another.
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6. Fieldbus Protocols
a. What is Modbus?
Types of Modbus Communication Protocol

• Modbus communication 
interface for a multidrop network 
based on a Master-Slave 
architecture.

• Send request and read response 
type messages.

71

https://realpars.com/wp-content/uploads/2018/12/Modbus-Different-Types.jpg



6. Fieldbus Protocols
a. What is Modbus?
Modbus Protocol and its Physical Media

• Serial RS-232

• Serial RS-485
• Longer distances

• Higher speeds

• Multiple devices on a single multi-drop 
network

• Serial RS-422

• Ethernet

72

https://realpars.com/wp-content/uploads/2018/12/Modbus-Communication-Physical-Medigif



6. Fieldbus Protocols
a. What is Modbus?
Modbus Message Structure

• Peer-to-Peer

• Point-to-Point and Multidrop Networks

• Master-Slave (Client-Server for Ethernet) 
technique

• Only one device (the Master/Server) can 
initiate transactions (called queries).

• The other devices (Slaves/Clients) respond 
by supplying the requested data to the 
master, or by taking the action requested 
in the query.
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https://realpars.com/wp-content/uploads/2018/12/Modbus-Message-Architecture.jpg



6. Fieldbus Protocols
a. What is Modbus?
Modbus Message Structure

• Slave is any peripheral device such as 
an I/O transducer, valve, network 
drive, or other measuring types of 
devices

• Processes information and sends its 
response message to the master using 
Modbus

74

https://realpars.com/wp-content/uploads/2018/12/Modbus-Master-Query-and-Reply.gif



6. Fieldbus Protocols
a. What is Modbus?
Modbus Message Structure

• Masters can address individual slaves 
or initiate a broadcast message to all 
slaves. Slaves return a response to all 
message queries addressed to them 
individually, but do not respond to 
broadcast messages.

• Slaves do not initiate messages on 
their own and only respond to 
message queries transmitted from the 
master.

75

https://realpars.com/wp-content/uploads/2018/12/Modbus-Master-Query-and-Reply.gif



6. Fieldbus Protocols
a. What is Modbus?
Modbus Message Structure

Master’s query will consist of:

• Slave address (broadcast address).

• Function Code with a read or write 
data command to the slave.

• The write command “Data” if a write 
command was initiated by the master.

• Error checking field.
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https://realpars.com/wp-content/uploads/2018/12/Modbus-Message-Structure.jpg



6. Fieldbus Protocols
a. What is Modbus?
Modbus Message Structure

• Slave’s response consists of:

• Fields confirming it received the 
request.

• The data to be returned.

• Error checking dat

• If no error occurs, the slave’s response 
contains the data as requested.
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https://realpars.com/wp-content/uploads/2018/12/Error-in-Modbus-Message-Query.gif



6. Fieldbus Protocols
a. What is Modbus?
Modbus Message Structure

• If an error occurs in the message query 
received by the slave, or if the slave is 
unable to perform the action 
requested, the slave will return an 
exception message as its response.

• The error check field of the slave’s 
message frame allows the master to 
confirm that the contents of the 
message are valid.
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https://realpars.com/wp-content/uploads/2018/12/Modbus-Slave-Response-Structure-1080x607.jpg



6. Fieldbus Protocols
b. Profibus-DP

• Process Fieldbus - Decentralized Peripherals
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6. Fieldbus Protocols
b. Profibus-DP
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6. Fieldbus Protocols
b. Profibus-DP
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6. Fieldbus Protocols
b. Profibus-DP
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6. Fieldbus Protocols
b. Profibus-DP
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6. Fieldbus Protocols
b. Profibus-DP
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6. Fieldbus Protocols
c. HART
What is HART?
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https://www.endress.com/__image/a/52636/k/03d6edee8c30060d6e1611412dbb1f595bdcced4/ar/flexible/w/1024/
t/jpg/b/ffffff/fn/HART_EN_NT_01.jpg

• Highway Addressable 
Remote Transducer

• Device Integration
• Point-to-point connection 

of the 4...20 mA signal
• Connection via a remote 

I/O or HART multiplexer 
to a superordinated bus 
system, e.g. PROFIBUS

• On rare occasions, 
connection of a HART 
multidrop bus to a HART 
I/O card



6. Fieldbus Protocols
c. HART
What is HART?
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https://realpars.com/wp-content/uploads/2018/06/hart-analog-
sensor-access-data-from-control-room.png

• Master requests HART sensor.

• Node# + Read Value + Process 
Value + Other Data + 16



6. Fieldbus Protocols
c. HART
What is HART?
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• HART Communicator

• Anywhere in the loop

• Hazardous area?

• Multiple masters



6. Fieldbus Protocols
c. HART
What is HART?
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https://en.wikipediorg/wiki/Current_loop

• AC sine wave

• 1 = 1200 Hz

• 0 = 2200 Hz

• Same amplitude

• Net effect is zero

• 4..20mA is not affected by HART.



6. Fieldbus Protocols
c. HART
What is HART?
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6. Fieldbus Protocols
d. BACnet

• Building Automation and Control network

• Building automation for
• Heating, Ventilation, Air-Conditioning Control

• Lighting Control

• Access Control

• Fire Detection

• Associated equipment, etc.
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6. Fieldbus Protocols
d. BACnet

• The BACnet protocol defines a number of services that are 
used to communicate between building devices. 

• The protocol services include Who-Is, I-Am, Who-Has, I-Have, 
which are used for Device and Object discovery. 

• Services such as Read-Property and Write-Property are used 
for data sharing.
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6. Fieldbus Protocols
d. BACnet

• Protocol Implementation Conformance Statements (PICS) 
Specifying :
• Communication levels

• Communication properties

• System objects
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7. Basic Software Application and Operation
Levels of Control (CCMS)
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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• Example 1 - GX-9100 Graphic Configuration Software Tool (GX Tool)
• Configure the DX series of extended digital plant controllers

• Configure the XT-9100 and XTM-905 extension modules



7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
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7. Basic Software Application and Operation
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
Levels of Control (CCMS) - Automation
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7. Basic Software Application and Operation
Levels of Control (CCMS) - Automation
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
Levels of Control (CCMS) - Field Level
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
Levels of Control in New decomposition
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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• Example 2 - Controller Configuration Tool (CCT)
• Configure FEC (Field Equipment Controllers) and IOM (I/O Modules)

• Simulate the program logic before downloading the controllers

• Commission FEC family controllers to upload and download program

https://www.johnsoncontrols.com/building-automation-and-controls/hvac-controls/thermostats/networked-thermostat-controllers


7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
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7. Basic Software Application and Operation
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112



7. Basic Software Application and Operation
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
c. Levels of Control (CCMS) - Management Level
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7. Basic Software Application and Operation
Levels of Control - Field Level (CCMS)
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7. Basic Software Application and Operation
c. Levels of Control - Management Level(CCMS)
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System Configuration Tool (SCT)

• https://jcpublic.kzoplatform.com/player/medium/120790531917113
4481?secs=38

https://jcpublic.kzoplatform.com/player/medium/1207905319171134481
https://jcpublic.kzoplatform.com/player/medium/1207905319171134481?secs=38


7. Basic Software Application and Operation
CCMS Human Machine interface (HMI)
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7. Basic Software Application and Operation
CCMS Human Machine interface (HMI)
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7. Basic Software Application and Operation
CCMS Human Machine interface (HMI)
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7. Basic Software Application and Operation
CCMS Human Machine interface (HMI)
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7. Basic Software Application and Operation
Levels of Control - Field Level (SCADA)
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7. Basic Software Application and Operation
Levels of Control - Field Level (SCADA)
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Example : Allen-Bradley PLC
➢ RSLinx

• Configure communications drivers
• View nodes on a configured communication driver



7. Basic Software Application and Operation
Levels of Control - Field Level (SCADA)
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Example : Allen-Bradley PLC
➢ RSLogix 500

• Uploading a project from a controller
• Downloading a project to a controller
• Going online with a controller
• Updating a controller’s firmware
• Configuring Ethernet addressing for controllers and communication 

modules



7. Basic Software Application and Operation
Levels of Control - Field Level (SCADA)
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7. Basic Software Application and Operation
Levels of Control - Field Level (SCADA)
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7. Basic Software Application and Operation
Levels of Control - Field Level (SCADA)
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7. Basic Software Application and Operation
Levels of Control - Field Level (SCADA)
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7. Basic Software Application and Operation
Levels of Control - Field Level (SCADA)
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7. Basic Software Application and Operation
Levels of Control - Field Level (SCADA)
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7. Basic Software Application and Operation
Levels of Control (SCADA) - Automation Level
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7. Basic Software Application and Operation
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7. Basic Software Application and Operation
Levels of Control (SCADA) - Management Level
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7. Basic Software Application and Operation
Levels of Control (SCADA) - Management Level
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➢Management level (SCADA) Software
• Supervisory Control

• Data Acquisition

• Example : Wonderware® InTouch
✓InTouch HMI with Tag Server and Historian

✓Top Server with PLC drivers



7. Basic Software Application and Operation
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7. Basic Software Application and Operation
Levels of Control (SCADA) - Management Level
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7. Basic Software Application and Operation
Levels of Control (SCADA) - Management Level

139



7. Basic Software Application and Operation
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140



7. Basic Software Application and Operation
Levels of Control (SCADA) - Management Level
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7. Basic Software Application and Operation
Levels of Control (SCADA) - Management Level

142



7. Basic Software Application and Operation
Levels of Control (SCADA) - Management Level
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7. Basic Software Application and Operation
Levels of Control (SCADA) - Management Level
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7. Basic Software Application and Operation
Levels of Control (SCADA) - Management Level
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8. Hardware Practical and Troubleshooting
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➢PT1000 Sensor

➢Signal Transmitter

➢RTD, 4-20mA simulator

➢Programmable Logic Controller (PLC)

➢PLC commissioning Software



8. Hardware Practical and Troubleshooting

147

➢PT1000 Sensor



8. Hardware Practical and Troubleshooting
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➢Signal Transmitter



8. Hardware Practical and Troubleshooting
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➢RTD, 4-20mA/ 0-10V simulator



8. Hardware Practical and Troubleshooting
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➢Programmable Logic Controller (PLC)



8. Hardware Practical and Troubleshooting
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➢PLC commissioning



Additional information on new generation
CCMS …
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Additional information on new generation
SCADA and CCMS …
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Additional information on new generation
IoT …
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Questions & Answers
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Thank You!

~ End ~
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